Setting Encryption for Internet Explorer to ssl 3 and tls 1.2.
(NOTE: TLS 1.2 is only available on Windows 7 and above).

IT a user receives the following screen trying to access one of
our web applications (my Conemaugh, careportal, etc)
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They need to change the settings iIn Internet Explorer on their
computer.



Open Internet Explorer. Go to Tools, Internet Options:
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NOTE: If you don’t see the pull-down menus, pressing the <ALT>
key and <T> at the same time will bring up the menu.




Select the advanced tab:
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Scroll to the bottom of the advanced tab:
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*Takes effect after you restart Internet Explorer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... |
condition. =

You should only use this if your browser is in an unusable state.

-ﬁn Some settings are managed by your system administrator.

QK I Cancel Apply

Select “Use SSL 3.0” and “TLS 1.2”. As the best encryption is
used that i1s available, you can leave lower encryption levels
checked.

Click OK.



